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Internal Financial Controls - at a Glance



Introduction to 
Internal Financial Controls

The Indian financial regulations have initiated a synchronized pattern to adapt the
developments in Western world. Introduction of Internal Financial Controls (IFC) in
the Companies Act 2013, reflect the continuation of this efforts.

Preamble 

“According to the Companies Act 2013, the term IFC has been defined as
the policies and procedures adopted by the company to ensure orderly
and efficient conduct of its business, including adherence to company’s
policies, safeguarding of its assets, prevention and detection of frauds
and errors, accuracy and completeness of accounting records, and the
timely preparation of reliable financial information.”



IFC & Companies Act 2013 

In the case of a listed company, the Director’s Responsibility states that directors, 
have laid down IFC to be followed by the company and that controls are 
adequate and operating effectively. 

Audit Committee

Board

Schedule
IV (IFC)

The independent directors should satisfy themselves on the integrity of financial 
information and ensure that financial controls and systems of risk management 
are robust and defensible. 

Section
143 (IFC(FR)

The auditor’s report should also state whether the company has adequate IFC 
system in place and the operating effectiveness of such controls. 
(Applicable from 31st March 2015)

Auditors

Section
177 (IFC)

Audit committee may call for comments of auditors about internal control 
systems before their submission to the Board and may also discuss related issues 
with the internal, statutory auditors and management of the company. 

Audit committee should act in accordance with the terms of reference specified 
in writing by the board, which should, inter alia, include evaluation of IFC and risk 
management systems. 

Effectiveness of IFC and Adequate Framework

Corrective Measures of IFC

Independent Directors

Section
134  (IFC)



IFC (Applicability)

Schedule IV 
(Ind. Direct)

Section
143 (Audit)

Section
177  (ACM)

Section
134 (Board)

Public 
Listed

Public  Un- Listed Private 
LimitedPaid up Share 

Capital >=10 Cr
Turnover 
>=100 Cr

Loans & Browwing in 
Aggerate >= 50 crore

Applicable from as on 31st March 2014

Applicable from as on 31st March 2015



Changes? Old v. New  

Percept

1. Even in the previous CARO reports

auditors used to mention “ Is there
an adequate internal control
procedure commensurate with the
size of the company and the nature
of its business, for the purchase of
inventory and fixed assets and for
the sale of goods. Whether there is
a continuing failure to correct major
weaknesses in internal control; ’’

Fact

1. Previously the mention was 

on the adequacy of the 
control whereas the focus has 
now extended to adequacy 
plus operating effectiveness.

• Extensive coverage to all 
business cycles.

2. Having an ERP 

»  Was an automatic assurance of     
Internal controls in place.

»  If ERP is working well - the controls are 
assumed to be in place.

2. Controls (Manual + Auto)

»  Needs to be seen holistically

»  Company will need to assess if the 
internal controls around ERP are 
adequate and operating. 

»  The framework has to aim in 
creating more automated and 
preventative controls. 



Changes? Old v. New

3. Internal Audits will suffice 

IFC Compliance

4. Controls are well understood 

through policies & procedures

3. IFC Responsibility

»   The Responsibility of laying IFC is at 
the Board level.

»    Auditors can only comment once 
criteria's are defined clearly by the 
board.

»    Internal audits provide “reasonable” 
assurance on controls and often are 
inbuilt with sampling and coverage 
risks.

4. Performance of Controls 

»   Though boards are given oversight an 
auditors compliance, the performance 
of controls belong to process owners.

Percept Fact



IFC Control Mechanism

IFC

Board

1. To Select the 
framework. 

COSO/COBIT/COCO

2. To lay down 
parameters for 
evaluating the 

framework 

Auditors

1. Design their testing 
on adequate samples 

based on the 
parameters defined

2. Report on 
Deviations /Corrective 

actions in the audit 
committee

Senior Management

1. Define policies and 
procedures to Align with 

the framework

2. Ensure  operating 
effectiveness of these 

controls

Audit committee

1.  Review 
Management efforts on  

Effectiveness of 
Controls

2. Review Testing  
results of auditors  and 
suggested corrections



IFC : Road Map
Stage 1
• Selecting the Guiding Framework CoCo 
Stage 2

• Designing the Framework

• Creating the Framework based on any of
the selected guiding framework.

• Framework would layered at Guiding
Controls (Which are approved at the board
level) which would work on the adequacy
factor.

• These guiding controls would form the basis
of Operating controls, which would ensure
effectiveness on performance of the
controls

Stage 3

• Testing the framework (Including 
IT Controls)

• Testing the controls and Reporting the
deviations



IFC V/s IFC (FR)



IFC V/s IFC (FR)

IFC  (Sec 134) IFC- (FR) (Sec 143)

• Applies to Listed Companies

• Focussed on Internal Controls for 
Orderly and Efficient Conduct of 
Business.

• Base Document – Either COSO, 
COCO or  COBIT Document

• Applies to All companies

• Focussed Over Internal Controls over “
Financial Reporting as on the Balance
Sheet date

• Covers Guidance on Reporting Frauds

• Base Document – Revised ICAI Guidance
note issued by ICAI.



Illustrative Examples to Differentiate

Results of Testing Section 134 Section 143

IFC IFC - FR Fraud

1. Purchase orders are to be approved by MD. Testing reveals 
that the same has not happened in 65 % Cases of PO’s 
Tested

2 Testing reveals that 3 quotations are not obtained for 85 % 
of the cases tested.

3 Confirmation of Creditors Balances reveal in 30 % cases, 
the balance as per the accounts and parties do not match

4 Quality Testing ( As per PO)  is not carried out before 
receipt of materials for Top 5 materials.

5 Physical verification of inventories reveal different quality 
of material procured v/s billed.

6 Procurements are done in Excess of Budgets/Requisitions

7. Production not in line with Input /Output Norms

8. Provident fund liability not accurately calculated in case of 
30 new employees

9 Company is reporting losses 



IFC – FR Implementation 



1. Map Trial Balance to Various Process 

Sample Trail 
Balance
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1 Debtors 3.2

2 Stock 1.5

3 Payroll 1.1

4 Creditors 0.5

5 Procurements 5.6

6 Sales 12.5

7 Capital + Reserves 1.5

8 Other Expenses 0.15

9 Fixed Assets 2.95

Total 14.5 14.5

Materiality 
as per SA 

320



2. Identify Process/Sub Process for IFC (FR) 

Sample Process : Purchase to Pay Cycle

Sub Process Relevant IFC – FR Risks ( Illustrative only)

Requisitions None

Quotation Comparison None

Purchase Orders
1. Rate and Taxes Correctly captured
2. Specifications not captured correctly

Receiving Materials 1. Cut off not adhered to 
2. Taxes not accounted currently
3. Payables raised without quality checks
4. Quantity incorrected accounted 

Invoice Verification 1. Bills passed for higher/lower quantity
2. Excess Payment than invoice
3. Payables recorded to different entities

Payments to Vendors 1. Payments made in excess/lower of value



3. Walkthrough the Process

Sample Process : Purchase to Pay Cycle

• After having Identified the sub processes & Relevant risks, interview the 
concerned process owner.

• Present each risk to the owner and ascertain what controls are in place to 
ensure that such risks cannot occur. For ex :

Auditor : How to do you ensure the cut off on period ends ?

Management :
1. On the night of 31st the last GRN generated is signed off by the CFO along 

with the list of all the receipts during the same day.
2. Internal auditor also vouches all the entries recorded during 28th March 

to 4th April and ensure that Cut off is ensured
3. Unless approved by CFO, System does not allow to generate back dated 

entries in the current period



4. Perform Design Check

Testing of Design Effectiveness

As per Para IG 11.12 of Testing Design Effectiveness of the Guidance note

issued by ICAI – the purpose of a test of design of a relevant control is to

obtain a sufficient understanding of each control (and the related risk that

the control addresses) to

• Conclude on the effectiveness of its design to address the risk.

• Plan the nature, timing and extent of the risks of operating effectiveness of

the control.

Testing will be carried out by:

• Performing walkthroughs with transactions.

• Interviews of selected personnel to discuss and address gaps noted in the

same.

•… contd



4. Perform Design Check

Sample Process : Purchase to Pay Cycle

Management :
1. On the night of 31st the last GRN

generated is signed off by the
CFO along with the list of all the
receipts during the same day.

2. Internal auditor also vouches all
the entries recorded during 28th

March to 4th April and ensure
that Cut off is ensured

3. Unless approved by CFO, System
does not allow to generate back
dated entries in the current
period

1.  Trails generated from the software of 
the changes during period ends made 
should be generated and audited by 
the Internal auditor and signed off by 
the CFO

Controls Design Level issues

Risk :  Cut off Procedures not Adhered to



5. Create Process flow Chart (illustrative)  

XYZ Limited

PURCHASE TO PAY PROCESS

Sub Process:  Purchase of materials
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particulars in the 

database and 
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Approves the 

contract

Enters into legal 

contracts if 
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keeps documents 

under safe custody

The vendor and 

contract 

particulars are 

updated in the 

database

Factory 

database 

replicated

Receives the plan 

from Central 

Planning SKU 

wise

Plan is 
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No
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for rejection and 

updates information 

as required
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Receipt at 
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End
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6. Create Process Narratives (illustrative) 

 Validation
• On Receipt of ECF or Vendor Registration Form from the Vendor, Buyer shall ensure that

all the details are correctly incorporated in the same.
• There were will be a two fold evaluation , Technical Evaluation and Commercial Evaluation

of the vendor. The evaluation would be approved as per the authority matrix.

• Buyer shall fill up the Internal Assessment Section of the Approval format, which shall
have the following weighted criteria:
 Quality of the Product
 Price
 Saving Potential (Long term)
 Competence to Supply and Financial Strength
 Market Repute
 Delivery
 After Sales Service
 Stability

• During the technical evaluation , if required site visits ,shall be carried out at the vendors
factory/site to validate the competencies of the vendor.

• Commercial evaluation would be carried out based on the documents submitted and also
based on information available in the market.



7. Create Risk and Control Matrix (illustrative)
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Control 
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How 
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ced?

Freque

ncy

Vendor master 

maintenance

1.1 Vendor master maintenance R1 Fictitious or incapable vendors are

updated into the vendor master

C1.1 The standard information relating to the supplier is taken by the buyer from

the supplier and is signed by the supplier in his letter head.

Manual

No

Preventive Buyer Supply Side Manager Supplier's information given 

on the letterhead

Per Occurrence

C1.2 Suppliers agree and sign to the ICI terms and conditions to be an approved

vendor.

Manual

No

Preventive Supplier Supply Side Manager Contract signed by Supplier 

and Supply Side Manager

Per Occurrence

C1.3 All new vendors or changes to the existing vendor master are approved by

the Supply Side Manager before being input into the System. The vendor

master would be updated only if approved by the Supply Side Manager.

IT

Yes

Preventive Buyer Supply Side Manager Procurement Database Per Occurrence

C1.4 There is an adequate segregation of duties supported by IT access within the

purchase to pay process like requests come from the user departments,

orders are placed by authorised buyers and invoices are processed by

Accounts

Manual

Yes

Detective Local accountants Manager - Financial Accounting Seggregation of duties Per Occurrence

R2 Vendors are duplicated in the vendor

master system

C1.3 All new vendors or changes to the existing vendor master are approved by

the Supply Side Manager before being input into the System. The vendor

master would be updated only if approved by the Supply Side Manager.

IT

Yes

Preventive Buyer Supply Side Manager Procurement Database Per Occurrence

C1.5 Before any new vendor is uploaded, the Purchase Analyst checks the

existing list of vendors for their names, addresses, tax references etc., to

prevent duplication.

Manual

No

Preventive Purchase Analyst Supply Side Manager Vendor code is granted Per Occurrence

R3 Unauthorised changes are made to the

vendor master

C1.3 All new vendors or changes to the existing vendor master are approved by

the Supply Side Manager before being input into the System. The vendor

master would be updated only if approved by the Supply Side Manager.

IT

Yes

Preventive Buyer Supply Side Manager Procurement Database Per Occurrence

C1.4 There is an adequate segregation of duties supported by IT access within the

purchase to pay process like requests come from the user departments,

orders are placed by authorised buyers and invoices are processed by

Accounts

Manual

Yes

Detective Local accountants Manager - Financial Accounting Seggregation of duties Per Occurrence

C1.7 Access to the vendor master file is limited only to the appropriately

seggregated personnel with IT enabled controls

IT

No

Preventive IT IT Procurement Database Per Occurrence

Vendor master 

maintenance 

(Factories)



Testing



Testing

Testing of Operative Effectiveness  

As per Para IG 13 of Testing of Operative Effectiveness of the Guidance note

issued by ICAI – the operating effectiveness of the control can be tested by

determining whether the control is operating as designed and whether the

person performing the control possesses the necessary authority and

competence to perform the control effectively.

Testing will be carried out by

• Creating a Sample of Transactions for each of the process.

• Verification of the Controls on those transactions with respect to their design.

• This will be done as a separate exercise for which commercials are

mentioned separately in the Commercials.



Testing

Sample Process : Purchase to Pay Cycle

Management :
1. On the night of 31st the last GRN

generated is signed off by the CFO along
with the list of all the receipts during the
same day.

2. Internal auditor also vouches all the
entries recorded during 28th March to 4th

April and ensure that Cut off is ensured
3. Unless approved by CFO, System does not

allow to generate back dated entries in
the current period

4.Trails generated from the software of the
changes during period ends made should
be generated and audited by the Internal
auditor and signed off by the CFO

1.  Signed off copies of CFO is available.

2. Internal audit report specifically 
mentions the same and concludes 
that found in order

3. System controls tested and found in 
order.

4. Trails are recorded and printed

Controls Testing Results

Risk :  Cut off Procedures not Adhered to



Testing
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Vendor master 

maintenance

1.1 Vendor master maintenance R1 Fictitious or incapable vendors are

updated into the vendor master

C1.1 The standard information relating to the supplier is taken by the buyer from

the supplier and is signed by the supplier in his letter head.

Manual

No

Preventive Buyer

C1.2 Suppliers agree and sign to the ICI terms and conditions to be an approved

vendor.

Manual

No

Preventive Supplier

C1.3 All new vendors or changes to the existing vendor master are approved by

the Supply Side Manager before being input into the System. The vendor

master would be updated only if approved by the Supply Side Manager.

IT

Yes

Preventive Buyer

C1.4 There is an adequate segregation of duties supported by IT access within the

purchase to pay process like requests come from the user departments,

orders are placed by authorised buyers and invoices are processed by

Accounts

Manual

Yes

Detective Local accountants

R2 Vendors are duplicated in the vendor

master system

C1.3 All new vendors or changes to the existing vendor master are approved by

the Supply Side Manager before being input into the System. The vendor

master would be updated only if approved by the Supply Side Manager.

IT

Yes

Preventive Buyer

C1.5 Before any new vendor is uploaded, the Purchase Analyst checks the

existing list of vendors for their names, addresses, tax references etc., to

prevent duplication.

Manual

No

Preventive Purchase Analyst

R3 Unauthorised changes are made to the

vendor master

C1.3 All new vendors or changes to the existing vendor master are approved by

the Supply Side Manager before being input into the System. The vendor

master would be updated only if approved by the Supply Side Manager.

IT

Yes

Preventive Buyer

C1.4 There is an adequate segregation of duties supported by IT access within the

purchase to pay process like requests come from the user departments,

orders are placed by authorised buyers and invoices are processed by

Accounts

Manual

Yes

Detective Local accountants

C1.7 Access to the vendor master file is limited only to the appropriately

seggregated personnel with IT enabled controls

IT

No

Preventive IT

Vendor master 

maintenance 

(Factories)



Sample Selection (As per Guidance note)

As per 
SIA -5



IFC-FR Compliant ?

• Statutory Auditor has relied on the management estimate for arriving the
valuation of the inventories , but has not checked the basis of arriving the
estimate in its Risk and Control Matrix Controls testing .. Would statutory auditors
deem to have been negligent ?

• Statutory Auditor has not asked for RACM Documents from the management yet
he does not qualify the statement to that effect ?

• Statutory Auditor has just inquired on existence and documentation of RACM but
not performed any testing .. Has he exercised reasonable and due care ?

• Auditors has tested IFC –FR controls and found reasonable. Subsequently a fraud
is discovered and it was noted that certain controls have failed ? Has he exercised
reasonable and due care ?
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Questions ???
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Happy 2016 !!


